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1
Decision/action requested

We propose share some of options (previously proposed) with SA2, and let SA2 make a choice.
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Rationale

This contribution comments on the previous proposals on NSSAI privacy and proposes to narrow down proposals in SA3 to let SA2 make a decision (if there are multiple options agreed within SA3).

According to the previous contributions about whether to protect NSSAI in registration request message (when there is no NAS security context available), there were different options as follows:  

Option a. SA3 agrees not to have a separate protection of NSSAI for registration request message for 5G phase 1 and it is allowed to be included for registration request without NAS security, because it is not clear if NSSAI is so sensitive not to allow it even in registration request, or because protection of NSSAI alone is ineffective for privacy. SA3 needs to inform SA2 for this and get the confirmation that SA2 would consider this and try not to use NSSAI in privacy sensitive way. This is in line with S3-171949 [x] and S3-171790 [y].
Option b. SA3 agrees not to send privacy sensitive NSSAI without protection at all times in 5G phase 1. This is proposed by S3-172004 [z]. S3-171790 [y] also has a solution proposal of encrypted NSSAI (S-NSSAI) by home network public key, and there was another solution proposal in SA2 with indication of privacy sensitiveness per S-NSSAI. 
Option c. alternatively, there was contribution S3-172062 [w], which proposes to allow S-NSSAI in registration request on a PLMN basis. Depending on the network deployment, if there are privacy sensitive network slices and S-NSSAI in the network, S-NSSAI should be not included in registration request (for all the UEs in that PLMN), and otherwise S-NSSAI could be used in plain text for registration request. It was not clarified how UE aware NSSAI for different PLMNs. 

While SA3 can go with option a, it remains to be seen if SA2 can confirm that there will be no privacy sensitive NSSAI in 5G phase 1.
For the proposed protection, as commented by S3-171790 [y], S-NSSAI specific handling (i.e. whether to send it or not in plain text by S-NSSAI basis), may not be efficient (re-registration is needed according to the current SA2 procedure) and ineffective (different action from a certain UE will make itself stand out from other UEs). 
For the public key solution in S3-171790 [y], one concern is that it is to extend usage of home network public key over subscriber identifier protection. More uses of the public key might lead to conventional and expensive public key handling and infrastructure. Also, this public key encryption of all the S-NSSAI(s) (all S-NSSAI needs to be encrypted, let alone privacy sensitive ones), might be unnecessarily inefficient for the early 5G phase, depending on networks. This seems viable option, but needs some careful consideration.
Option c [w] is to let network decide whether NSSAI can be included in registration request, based on network situation (whether there is privacy sensitive NSSAI or not). S3-172494, a companion contribution, provides details. It is simply to add another NSSAI group (with first priority when there is no protection for NSSAI, provisioned and updated by home network) to the current configured NSSAI and allowed NSSAI. 
Option a and c seems workable, because it is basically to allow NSSAI in plain text, when there is no privacy risk by deployment of 5G phase 1. If there is a chance of privacy sensitive NSSAI in limited cases, option c is better. If it is expected to have lots of privacy sensitive NSSAI, only viable option with efficient AMR selection/routing is home network public key encryption in option c, as long as SA3 can agree this usage of home network public key.

We propose share these two or three options with SA2, depending on whether SA3 can agree home network public key encryption use for NSSAI encryption. It should be also clarified in the LS to SA2, handling based on individual S-NSSAI is not desirable, because of comments addressed above.

4
Detailed proposal

We propose share these two or three options with SA2, depending on whether SA3 can agree home network public key encryption use for NSSAI encryption. It should be also clarified in the LS to SA2, handling based on individual S-NSSAI is not desirable, because of comments addressed above.

